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Welcome to the January
Edition of the Kreston Pedabo
Newsletter!

As we step into 2026, we are
pleased to feature an essential
article:

Enterprise Risk Management
(ERM) in Nigeria: From
Regulatory Obligation to
Strategic Imperative

Explore how leading
organisations are transforming
risk management into a
strategic advantage for
building resilience and driving
value.
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Regulation as the New Driver of Risk Discipline

Nigeria’s  business landscape has  grown
significantly more complex in recent years. Factors
such as macroeconomic volatility, persistent foreign
exchange pressures, rising inflation, cyber risks,
heightened scrutiny of ESG practices, and growing
stakeholder expectations are now compounded by
stricter regulatory oversight across major sectors.
Regulators are no longer accepting fragmented or
informal approaches to risk management. Instead,
they now require clear, demonstrable evidence
of structured, enterprise-wide risk management
frameworks that are fully integrated into governance
and decision-making processes'.

Within this challenging environment, Enterprise
Risk Management (ERM) has shifted from being

a governance ideal to becoming a regulatory
necessity. Leading organisations increasingly
view ERM not only as a means of meeting
compliance requirements, but also as a strategic
tool that strengthens resilience, safeguards
value, and supports long-term, sustainable
growth.

This article explores the ways in which regulatory
demands are accelerating the adoption of ERM
in Nigeria. It also introduces the Kreston Pedabo
DAPM™ ERM Framework as a practical solution
that aligns with regulatory expectations.

' CBN RBS FRAMEWORK-kim final 12 2010
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Enterprise Risk Management in Context

Enterprise Risk Management (ERM) provides a
systematic method for identifying, assessing,
managing, and monitoring risks that may impact
the achievement of organisational objectives. In
contrast to traditional risk management, which
is often fragmented across departments, ERM
incorporates risk considerations into strategic
planning, operational processes, and performance
management?.

In Nigeria, regulatory bodies are placing greater
emphasis on the alignment of ERM frameworks

with internationally recognised standards such
as COSO ERM and ISO 31000. There is a growing
expectation that organisations not only adopt
these frameworks but also demonstrate their
effectiveness in practice. Regulatory evaluations
now prioritise the quality of governance, the
effectiveness of controls, and the robustness of
risk reporting, rather than merely confirming the
presence of risk management policies?®.

Enterprise Risk Management in Context

Nigerian regulators across various sectors have
adopted a risk-based supervision model, placing
greater responsibility on boards and
management to ensure effective oversight of
risks. This shift is reflected in the supervisory and
governance frameworks established by the Central
Bank of Nigeria (CBN), the Securities and Exchange
Commission (SEC), and the National Insurance
Commission (NAICOM)“.

senior

Typical regulatory requirements consist of:
»  Clear accountability of the board for risk
oversight

2 COSO Enterprise Risk Management - Integrating with Strategy and Performance
3 1SO 31000:2018(en), Risk management — Guidelines

4 Additional-Corporate-Governance-Considerations.pdf

5 NAICOM Regulatory Guidelines - NAICOM
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»  Establishment of defined risk appetite and
tolerance levels

»  Attention to both material and emerging
risks

»  Demonstration of effective internal controls

»  Continuous monitoring and reporting of
risk-related matters

Failure to comply with these regulatory
expectationsincreasinglyleadstoformalfindings,
sanctions, or reputational consequences®.
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Emerging Technology and Al as a New ERM Frontier

Alongside traditional risk drivers, the rapid adoption
of artificial intelligence (Al), advanced analytics,
and automation is introducing a new layer of
enterprise risk that Nigerian organisations can no
longer afford to overlook. Al tools are increasingly
used across financial services, telecommunications,
professional services, healthcare, and the public
sector for credit scoring, fraud detection, customer
service automation, predictive analytics, and
operational decision-making.

While these technologies offer significant efficiency
and strategic benefits, they also introduce complex
and interconnected risks that cut across traditional
risk categories. Al-related risks extend beyond IT and
cyber security to include data privacy, model bias,
explainability, ethical use, regulatory compliance,

third-party dependency, and reputational
exposure. International  risk  frameworks
increasingly recognise Al as an enterprise-
wide risk requiring structured governance,
accountability, and continuous oversight rather

than ad-hoc technical controls®.

In the Nigerian context, where Al-specific
regulation is still evolving, organisations
must navigate these risks through existing
governance, data protection, and sector-
specific rules. This places greater responsibility
on boards and management to proactively
embed Al considerations into ERM processes,
ensuring that automated and algorithm-driven
decisions align with risk appetite, regulatory
expectations, and stakeholder trust.

Al Risk and the Strategic Evolution of ERM

Renowned advisory firms increasingly emphasise
that Al should be treated not merely as a technology
initiative, but as a strategic risk and resilience issue.
McKinsey notes that while Al can materially enhance
risk identification, monitoring, and decision-making,
organisations that fail to establish clear governance,
controls, and accountability structures expose
themselves to heightened operational, compliance,
and reputational risks’.

For Nigerian organisations seeking to move ERM
from regulatory obligation to strategic imperative,

® OECD, Al Risk Management Framework (Al RMF)

this underscores the need to expand risk
identification frameworks to explicitly include
Al-related risks. A holistic ERM blueprint must
assess not only whether Al systems perform
effectively, but whether they are transparent,
compliant, resilient, and ethically deployed.
Proactively integrating Al into ERM strengthens
organisational preparedness for regulatory
scrutiny, reduces the likelihood of unintended
consequences, and supports sustainable digital
transformation.

7 McKinsey & Company, How generative Al can help organisations manage risk and compliance
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Sector-Specific Regulatory Expectations Driving
ERM Adoption

° Financial Services - CBN

Banks and other financial institutions (BOFIA) must maintain
thorough ERM frameworks covering credit, liquidity, market,
operational, cyber, and compliance risks as part of the CBN's
risk-based supervisory approach. Regulatory evaluations
concentrate on:

»  Governance frameworks and Board Risk Committees
»  Statements about risk appetite connected to strategy
»  Scenario analysis and stress testing

» Including risk in business and capital planning®

Supervisory interventions and governance issues are
frequently indicative of poor ERM practices.

° Capital Market Operators - SEC

As part of good corporate governance, the SEC requires
enterprise-wide risk management. It is expected that capital
market operators will demonstrate:

» Identification and prioritisation of market and operational
risks

»  Effective internal controls

»  Periodic risk reporting to boards

»  Audit-ready risk documentation®
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ERM is seen as crucial to investor confidence and market
integrity.

& cbn.gov.ng/Out/2023/FPRD/Circular and Guidelines for Corporate Governance.pdf
¢ home sec.gov.ng/documents/7/SEC-AMLCFTCPF-REGULATIONS-12-MAY-2022 pdif
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° Insurance - NAICOM

The National Insurance Commission (NAICOM) is placing
greater emphasis on the connection between Enterprise Risk
Management (ERM), solvency, and capital adequacy. Insurers
are now required to demonstrate a clear understanding of
underwriting, investment, and operational risks. Furthermore,
they must actively manage these risks by implementing
structured frameworks and effective controls™.

° Tax and Statutory Compliance - NRS

Although the Nigeria Revenue Service (NRS) does
not mandate the adoption of specific Enterprise Risk
Management (ERM) frameworks, tax audits frequently reveal
deficiencies in organisational governance and internal
controls. Organisations that have established mature
ERM frameworks generally exhibit more robust tax risk
management practices, maintain superior documentation,
and experience fewer negative outcomes during tax audits™

Donors increasingly expect non-governmental organisations
to implement formal risk management processes.
These processes must address key areas such as fraud
prevention, programme delivery, financial sustainability, and
reputational risk.

For many NGOs, establishing effective ERM systems has
become essential. ERM is now often a prerequisite for
securing funding and maintaining long-term credibility with
donors and stakeholders™.

.
{10 DONATION 8

'© NAICOM Regulatory Guidelines - NAICOM
'Nigeria: FIRS issues Guidelines on the Nature and Scope of Tax Compliance Inquiry Processes
2 https:/ /www.oecd.org/dac/accountable-effective-governance/
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The Kreston Pedabo
DAPM™ ERM Framework

In response to Nigeria's dynamic regulatory landscape, Kreston Pedabo has introduced the DAPMTM
ERM Framework. This framework offers a practical and scalable method that aligns with both regulatory
requirements and international standards.

DAPM™: Discover - Analyse - Protect - Monitor

Discover: Risk Discovery & Profiling
The Discover phase is dedicated to the thorough identification of risks. This is achieved
through:

Conducting structured risk workshops and stakeholder interviews
Reviewing regulatory obligations and strategic objectives
Developing a comprehensive risk taxonomy

Defining board-approved risk appetite and tolerance levels

This stage establishes a solid foundation for organisation-wide risk ownership and

ensures alignment with regulatory expectations.

Analyse: Risk Analysis & Prioritisation
During the Analyse phase, the risks identified are evaluated and measured using
several methods:

»  Impact and likelihood analysis
»  Heat maps and risk scoring
»  Scenario analysis and, where appropriate, stress testing

This process enables management to concentrate on the most significant risks, in
accordance with risk-based supervision principles®.

3 bis.org/bcbs/publ/d328.pdf
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Protect: Controls Design & Implementation
The Protect phase focuses on translating risk assessments into effective actions. Key
activities include:

»  Designing and refining appropriate controls
» Integrating controls into policies, standard operating procedures, and workflows

»  Utilising automation and technology to improve efficiency

A clear connection between identified risks and implemented controls is increasingly
required by regulators.

Monitor: Ongoing Oversight & Reporting

The Monitor phase ensures that oversight remains continuous through the following
measures:

»  Tracking Key Risk Indicators (KRIs)

»  Utilising dashboards and exception reporting
»  Providing periodic reports to management and boards

These activities support the early detection of emerging risks and facilitate informed
decision-making across the organisation.

4 Internal Control | COSO
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Common ERM Weaknesses Revealed by Regulatory
Reviews

Regulatory reviews frequently reveal several recurring weaknesses in enterprise risk management (ERM)
practices. These include:

»  Treating ERM primarily as a compliance document
»  Insufficient prioritisation of risks

»  Lack of clear ownership over controls

»  Limited engagement from the board

»  Inadequate monitoring and reporting mechanisms

Such deficiencies increase organisations’ exposure to both regulatory and operational risks.

From Regulatory Compliance to Strategic Advantage

When properly integrated, ERM serves as more than a compliance requirement; it becomes a strategic asset.
The Kreston Pedabo DAPM™ Framework assists organisations by:

»  Embedding risk considerations into strategic planning processes

»  Improving organisational resilience in uncertain environments

»  Supporting environmental, social, and governance (ESG) as well as sustainability objectives
»  Enhancing confidence among stakeholders and investors'®

Practical Next Steps for Organisations

Conduct an assessment Implement a structured Strengthen risk
to determine ERM z framework, such as 3 ownership at both board

maturity or identify gaps DAPM™ and management levels

Integrate ERM with internal Arrange for periodic
4 audit, compliance, and ESG 5 independent reviews of
initiatives ERM processes

' Global Risks Report 2025 | World Economic Forum
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Conclusion: ERM as a Permanent Feature of Nigeria’'s
Regulatory Landscape

Regulatory scrutiny in Nigeria is expected to intensify further as the business landscape continues to evolve.
Organisations that approach ERM solely as a compliance activity will remain reactive. In contrast, those that
adopt structured frameworks like the Kreston Pedabo DAPM™ ERM Framework will be better equipped to meet
regulatory requirements, manage uncertainty, and sustain long-term value.

In the current landscape, effective ERM is not optional; it is essential.

In our bid to better identify and understand sector-specific priority risks and emerging exposures, we would
like to get the perspective of senior risk management experts.

please click here to participate in our 2026 Africa ERM

Outlook Survey.

Your responses will facilitate risk assessment across sectors and countries and provide insight into how
increasingly adopted ERM is reshaping the business landscape across the continent.
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The material contained in this publication is provided for general information
purposes only and does not contain a comprehensive analysis of each item
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